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Undertaking to comply with security regulations

The authorized access granted herein applies to the following person
Government agency

Name

Personal identity number

E-mail address

I have read the security regulations and undertake to comply with them.

Date Signature

Processing of personal data pursuant to the EU General Data Protection Regulation (GDPR)

The Election Authority is the data controller for the personal data you provide when requesting
authorized access to the election data system. The data will only be used for the purpose of granting
access to the election data system. The data will be deleted when it is no longer needed for that
purpose. The data will not be transferred to third countries. You have the right to request the deletion
of your data from the electoral data system, which means that you will no longer be able to work in the
electoral data system. Read more about personal data, data protection officers and the right to lodge a
complaint with the Data Protection Authority, at www.val.se.

Signed forms are to be submitted to
- The appropriate diplomatic mission in the case of voting clerks

Security regulations for the use of the Valid system

e Valid user accounts are personal and may not be transferred.

e Users who are empowered to grant authorized access with regard to roles in Valid may not grant
any such role to themselves.

e Users must not use computers or accessories other than those approved or authorised by their
government agency’s I'T department.

e Users must never disclose user data or equipment used to ensure access and authorization.

e Users leaving the workplace should turn off the computer or lock the computer by turning on the
screen saver.

e Users should log out of Valid when tasks are completed.
e Users must follow the instructions and procedures provided by the Election Authority.

e Users should be aware that they leave traces of their use in the I'T environment. This means that
what happens in the I'T environment can be traced back to a given user. Failure to comply with
security regulations may lead to measures being taken.
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